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(HiFfr) National Institute of Standards and Technology, NIST Special Publication 800-37 Rev. 2 Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy, 2016, NIST. (A>5-1>) (5|1AB: 20206 58318.),
https://csrc.nist.gov/publications/detail/sp/800-37/rev-2/final® R — R (CHREEERK
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(HFf) FedRAMP, SECURITY ASSESSMENT FRAMEWORK Version 2.4 Nov. 15, 2017, FedRAMP. (>35> ) (3IAH: 202065831H) 38
https://www.fedramp.gov/assets/resources/documents/FedRAMP_Security Assessment Framework.pdf Figure 3
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https://aws.amazon.com/jp/blogs/news/how-get-started-security-response-automation-aws/
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console or APls. CloudWatch
Events or SNS alert you
when changes occur.
Deliver change history and
snapshot files to your 53
bucket for analysis.

AWS Config automatically evaluates
the recorded configurations against
the configurations you specify.

) Amazon Config, AWS UY —XDsxEZ ek L CEHll, AWS. (A>5-12>) (5IFB: 2020665H31H.), 41
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(A>S4>) (BIFAA: 202045831H.) https://cloudsecurityalliance.ip/j-docs/CSA Guidance V4.0 J V1.1 20180724.pdf, p.111. 42
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Information System Security Plan Template

Information System Name/Title:
Information System Categorization:
Information System Owner:
Authorizing Official:

Other Designated Contacts:
Assignment of Security Responsibility:
Information System Operational Status:
Information System Type:

. General System Description/Purpose
10 System Environment

11.System Interconnections/Information Sharing

12.Related Laws/Regulations/Policies 7

LONGUAWN

13.Minimum Security Controls

(HiFfr) National Institute of Standards and Technology, NIST Special Publication 800-18 Rev.1 Guide for Developing Security Plans for Federal 43
Information Systems, NIST. (A>=-1>) (5|FHH: 20208 5H31H.), https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final

© 2020 JSSA IT All right reserved.


https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final
https://csrc.nist.gov/publications/detail/sp/800-18/rev-1/final

JSSA R TLEEYS
ITEETHE ENTILA M=)
CSPHVERL - #E5 T3, FHIOE=S U I TRESNEF1 VT« LD,
AESSME. R ETDRESTBEOFFMZ SR UIZXE (CSPD S wvFH>2)
POA&M(C 5t g B IEE

POA&M ID CEFTEIDEIE D) X T 5HiiE

> ~O—-JL =IDFERH sAERIZ DY X U5 iE
Weakness & 5T T FEH U R DGR%E

Weakness AE SAILA K> ERARAN
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(HFT) FedRAMP, Plan of Actions and Milestones (POA&M) Template Completion Guide version 2.1 February 21, 2018, FedRAMP. (A>S-1>) (5I1HH:
2020%5H31H), https://www.fedramp.gov/assets/resources/documents/CSP_POAM Template Completion Guide.pdf #&& (CRFER
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. CHIEF ACQUISITION OFFICER OFFICER
. CHIEF INFORMATION OFFICER « SENIOR AGENCY OFFICIAL FOR PRIVACY
« COMMON CONTROL PROVIDER + SYSTEM ADMINISTRATOR
- CONTROL ASSESSOR * SYSTEM OWNER
« ENTERPRISE ARCHITECT « SYSTEM SECURITY OR PRIVACY OFFICER
- HEAD OF AGENCY * SYSTEM USER
. INFORMATION OWNER OR STEWARD « SYSTEMS SECURITY OR PRIVACY ENGINEER
.« MISSION OR BUSINESS OWNER — = - —
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45

(HHFT) National Institute of Standards and Technology, NIST Special Publication 800-37 R2 Risk Management Framework for Information Systems and
Organizations, NIST. (A>5->) (5IFAH: 20208E5H24H.), https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf, pp.114-125
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AUTHORIZING OFFICIAL

AUTHORIZING OFFICIAL P P P p
DESIGNATED REPRESENTATIVE

CHIEF ACQUISITION OFFICER

CHIEF INFORMATION OFFICER P

COMMON CONTROL PROVIDER P P P P P
CONTROL ASSESSOR P P
ENTERPRISE ARCHITECT P

HEAD OF AGENCY P

INFORMATION OWNER OR STEWARD P 2]

MISSION OR BUSINESS OWNER P P
RISK EXECUTIVE (FUNCTION) P

HiAT) National Institute of Standards and Technology, NIST Special Publication 800-37 R2 Risk Management Framework for Information Systems and
Organizations, NIST. (A>5-1>) (58IFH: 202085H824H.), https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf, pp.114-125
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HPT) National Institute of Standards and Technology, NIST Special Publication 800-37 R2 Risk Management Framework for Information Systems and 47
Organizations, NIST. (A>5-1>) (5IFH: 202085824H.), https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf, pp.114-125
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Category Major Security Technology Requirement laas Paa$S Saa$S :Fj_ IJ 7__']’ ;(‘:I'% t%u%%rﬁ_‘ U‘O)t

Infrastructure security

Virtualization security

Host security
Middleware security

Application system
security

Data security

Security management

Security Q&M

Physical and network security

Virtualization platform, virtual storage, and APl security

Virtual network

Antivirus, intrusion prevention, host security hardening, and patch
management of OS5, firmware updates

Container, API, database, and resource management platform security

Web vulnerability scanning, web tamper protection (WTP), anti-DDoS,
application firewall, Identity and access management (LAM), and API
security, DLP solutions

Data fransmission and storage security, integrity protection, backup,
and recovery

Network audit, network behavior management, traffic control
management, key and certificate management, 1AM, database audit,
cloud log audit, host security management

Security operations center (SOC), security situation awareness (SSA),
web vulnerability scanning, system vulnerability scanning, securty event
monitoring, baseline configuration check, and security audit
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(BP) CSA, 5D RICHBITD TFa1UFT4 B—EXOMRNRERDA 1 RS> (BARER) , BARISOREF1UFTa4T7SA 7R, 2018, (A>S51>)
(51AH8: 202065A831H.), https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2019/09/Guideline-on-Effectively-Managing-Security-Service-
in-the-Cloud-06_02_19_J_FINAL.pdf, p9.& 3-1
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